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Outmatched: Tinder, Scammers, and Match Group’s 
Efforts to Catch Up 
Executive Summary 
In June 2025, U.S. Congress Joint Economic Committee Ranking Member Maggie Hassan 
launched a comprehensive initiative to combat scams targeting Americans. The Ranking 
Member’s work has included bipartisan investigations into the roles that private industries and 
federal agencies play in combating scams, as well as bipartisan legislation to strengthen scam 
prevention and response efforts. 

As part of this effort, in September 2025, Ranking Member Hassan and Senator Marsha 
Blackburn, Chair of the Commerce Subcommittee on Consumer Protection, Technology, and 
Data Privacy, launched an investigation into Match Group regarding scams on its platforms. 
Match Group is the leading provider of online dating services and owns Tinder, Hinge, Match 
(formerly known as Match.com), and Plenty of Fish.1 Tinder has approximately 50 million users 
per month in 190 countries and is the world’s most popular dating app.2 Millions of Americans 
use Match Group’s platforms to meet potential partners,3 but scammers can exploit those 
services to draw users into fraudulent relationships. Romance scams have become a particularly 
costly form of fraud; the Federal Trade Commission (FTC) reported almost $1.5 billion in 
reported losses last year – a nearly 650 percent increase since 2019.4 Given Match Group’s 
position as the world’s largest online dating company, the prevalence of scams on dating apps 
has raised questions about the company’s efforts to identify and stop scammers before they can 
harm Americans. 

The Joint Economic Committee – Minority’s investigation focused on how the company detects 
and removes fraudulent accounts. Following the launch of the investigation, the company 
introduced and expanded important measures designed to combat scams. At the same time, the 
investigation also revealed significant concerns about Tinder’s scam detection and moderation 
systems, especially amidst rapidly evolving scam threats.  

Key Finding: Following Engagement with the Joint Economic Committee – Minority, 
Match Group Significantly Expanded Its Scam Prevention Efforts 

• In October 2025, Match Group announced the U.S. rollout of Face Check on Tinder, and 
in early December deployed Face Check nationwide, requiring all new Tinder users to 
complete a video selfie verification process. Pilots in summer 2025 in select markets had 
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shown promising results, and Match Group told the Committee that within a month of 
deploying Face Check nationwide, it had reduced user interactions with bad actors (e.g., 
spam, bots, and scammers) on Tinder by more than 70 percent in the United States and 
that the reduction had been sustained at least over the next seven months.  

• After continued follow-up from the Committee about the deficiencies discussed below, 
Match Group instituted new efforts designed to remove harmful accounts more 
effectively. Match Group reported to the Committee that in the second half of 2025, 
Tinder deployed a new model to identify bad actors who use contact information in their 
profiles (which scammers often do to communicate with victims off the platform). In 
addition, in the first half of 2026, the company introduced a new AI model that examines 
profiles and other information to detect scammers and other bad actors; began using 
another AI model in other automated detection efforts; and added 169 new bad actor 
detection triggers while improving 108 others. 

Key Finding: Internal Documents Highlighted Glaring, Long-Standing Issues with Tinder’s 
Efforts to Protect Users from Scams 

• Similar to other online dating companies, Match Group uses a layered approach to scam 
prevention, including AI machine learning models to detect scammers and other bad 
actors. According to internal documents that Match Group provided to the Joint 
Economic Committee – Minority, as of the second half of 2025, Tinder had not updated 
most of its machine learning models in years. As a result, Tinder detected scammers and 
other bad actors less reliably and struggled to keep pace with emerging threats. In lieu of 
stronger AI approaches, Tinder relied heavily on other automated measures that internal 
documents described as ineffective in many cases. As noted above, it is encouraging that 
following Committee outreach, Match Group introduced new AI models, but those 
changes came after a prolonged period during which scams continued to proliferate on 
Tinder. 

• Data that Match Group provided to the Committee show that globally, between May 
2024 and December 2025, the number of profile views that a median scammer received 
increased by more than 700 percent. Specifically, the median scammer in May 2024 
received fewer than 70 profile views before Tinder banned them. By December 2025, the 
median scammer received more than 500 profile views. Information that Match Group 
provided to the Committee also indicated that Tinder showed scammers and other bad 
actors to users at higher rates than it did legitimate accounts.  

• Data that Match Group provided to the Committee also show that through Q3 of 2025 in 
the United States, almost 1.5 million scammers or other bad actors on Tinder and Hinge 
matched with at least one other user. Nearly 500,000 of these accounts exchanged 
contact information with another user. 
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These findings show that significant safety shortcomings persisted on Tinder as scammers 
reached increasing numbers of users on the platform. The Joint Economic Committee – Minority, 
however, welcomes the steps that Match Group has recently taken to strengthen its scam 
prevention capabilities and encourages further actions to track and prevent scams. As online 
fraud becomes more sophisticated through the use of AI and other tools and services, dating 
apps and other online platforms must ensure that detection and moderation systems quickly and 
proactively evolve with this threat – and that their services do not give scammers greater 
opportunities to victimize Americans. 

Fake Accounts, Real Losses: Experiences of Scams on 
Match Group Platforms 

 
As part of the investigation, the Joint Economic Committee – Minority spoke with 
individuals who had been scammed on Match Group platforms. Three of their 
experiences, anonymized, are below. 

A scammer sent a fabricated image to a victim claiming that 
they were in the hospital following a heart attack. 
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After losing her husband, one woman went on Tinder in 2025 hoping to find 
companionship and met a man who seemed kind and claimed to be from New 
Jersey. Over time, he won her trust, then drew her into a series of urgent but 
fabricated crises — problems on an oil rig, an arrest in Mexico, legal fees, and even a 
heart attack — that kept her sending money. After that scam collapsed, another 
group approached her claiming that they could recover what she had lost, only to 
steal even more through a fake cryptocurrency scheme. The woman believes that 
the romance scam and the fraudulent recovery effort were connected. In all, she 
lost more than $700,000. She emphasized that the harm went far beyond the 
financial toll. She described mental anguish, PTSD, shame, and a profound loss of 
trust in others and in her own judgment. Explaining why she decided to share her 
experience, the woman said: “A romance scam takes more than money, there are 
wounds nobody sees. You question every conversation, every promise you believed. 
Some lose savings, homes, and futures. Some lose faith in love somehow. … And 
that’s why I started speaking, why I couldn’t just stay still.” 

Another woman joined Match.com because of its popularity. Through the platform, 
a man reached out to her in 2024 who claimed to live nearby. He quickly gained her 
trust through romantic attention but repeatedly avoided talking over the phone or 
meeting her in person. The relationship soon turned into escalating requests for 
money, including a demand for $90,000 tied to an alleged business emergency 
overseas. As inconsistencies mounted, she reverse-searched the man’s photographs 
and phone number and found that he was a fake. After questioning him with what 
she found, he became angry and aggressive, continued calling from different 
numbers, and kept pressuring her for money. Because he knew her home address, 
she became increasingly afraid that he might be dangerous or could come to her 
house. She ultimately paid for a one-way airline ticket and gift cards, but the 
demands continued. She struggled to report the account to Match.com and later 
encountered another apparent scammer on the platform. Soon after, she stopped 
using Match.com, and she believes that stronger identity verification, stolen-photo 
detection, and reporting measures are needed. 

 

 



5             U.S. Congress Joint Economic Committee – Minority   |  October 2026 

 

 

 

After joining Plenty of Fish in 2024, a separate woman met a man on the platform 
who claimed he was as an engineer working in the same state. She knew to be 
vigilant against scammers; she did a reverse image search of him, for instance, to 
check that he wasn't impersonating someone else. Yet as they continued to talk, the 
man began asking for money, raising a succession of purported work-related and 
medical emergencies. After she discovered he was a scammer, the man continued to 
contact her around the clock and switched phone numbers and email addresses 
whenever she blocked him. Over an intense two-month period, the woman sent the 
man nearly $100,000 in cryptocurrency payments. She later found other Plenty of 
Fish profiles using the same profile images, which she reported to the platform but 
said she never received a response. Looking back, she has struggled to understand 
how it had all happened; she increasingly had doubts about the man but felt as if 
she was in a vortex that she couldn't get out of. She also described how people who 
fall prey to scammers are often left to figure out on their own where to turn for 
help. 

 
 

A scam victim noticed that the profile photos of a scammer she 
had matched with on Plenty of Fish showed up across multiple 

accounts on the platform.  
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Introduction 
Online Dating Scams and Match Group 

Scams on Dating Platforms 

Scammers can use online dating platforms to find and contact potential victims, and most online 
daters believe that they have encountered a scammer when using a dating site.5 In a romance 
scam, the perpetrator feigns romantic interest in the victim, builds trust with them over time, and 
ultimately steals their money.6 These scams have become a leading form of financial fraud in the 
United States. The Federal Trade Commission (FTC) recorded nearly $1.5 billion in reported 
losses last year– up from $201 million in 2019, a nearly 650 percent increase.7 Romance scams 
begin across a range of online platforms, and nearly 60 percent of people who reported losses to 
the FTC last year said that the scam began on social media, according to data released in April 
2026.8 

These scams can be especially devastating for older Americans, whose entire savings or 
retirement accounts are at risk. More than a decade ago, a retired teacher from New Hampshire 
lost more than $25,000 to a scammer she met on Match.com, leaving her, in her own words, “in 
debt for the rest of my life.”9 More than a decade later, similar harms continue on Match.com. In 
one example, one woman told the Joint Economic Committee – Minority that a scammer she met 
on the website initially demanded $90,000 and continued pressing her for money, an airline 
ticket, and gift cards. She ultimately agreed to some of his financial demands, explaining that she 
had become “more and more scared” because the scammer had her home address and she feared 
for her physical safety.10  

Romance scams have also impacted young people. In 2022, the FTC found that reports of these 
scams from 18- to 29-year-olds increased tenfold over just five years.11 This age group is 
particularly vulnerable to “sextortion” – a romance scam variant in which scammers obtain 
explicit photos from victims and demand payment to keep them private.12 Beyond the direct 
financial losses, this scam can cause profound psychological distress that, in some cases, has 
driven young victims to suicide.13  According to survey results published in the Journal of 
Economic Criminology, multiple Match Group platforms recently ranked among the top five online 
platforms used by scammers to meet sextortion victims.14    

Romance scams are not the only schemes that fraudsters seek to initiate on dating apps. Dating 
app scams also include the “pig butchering” scam, in which the perpetrator convinces the victim 
to put increasing sums of money into a fraudulent cryptocurrency investment before 
disappearing with the funds.15 In June 2025, federal authorities in Massachusetts seized 
approximately $200,000 linked to a “pig butchering” scam that began on Tinder.16 In that case, 
the scammer conned a single victim out of more than $500,000 through a series of fraudulent 
crypto investments.17 Pig butchering scams originating on Match Group platforms have harmed 
individuals across the country.18 While it did not disaggregate by romantic and non-romantic 
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schemes, the Federal Bureau of Investigation reported more than $7 billion in losses to pig 
butchering scams last year.19 

Match Group 

Match Group is widely considered the world’s biggest online dating company.20 Match Group’s 
portfolio of online dating platforms includes, but is not limited to, Tinder, Hinge, and 
Match.com.21 In the United States, more than 11 million people use Tinder each month.22 Hinge, 
meanwhile, has nearly 6 million domestic monthly active users.23 The United States is the largest 
market for Match Group by revenue, and nearly half of online daters have used a Match Group 
platform.24  

In general, Match Group platforms connect users seeking to form a romantic relationship. To 
facilitate a connection, a platform typically provides users with a curated feed of potential 
partners based on user input, proximity to potential matches, and other factors. Tinder, for 
example, displays these profiles in a “card stack” where users swipe right or left to indicate 
interest. When two users swipe right on each other, they “match” and can begin chatting.25   

Romance scams have been a long-standing challenge for Match Group. In 2019, the Federal 
Trade Commission (FTC) sued the company, alleging that it had knowingly exposed users to 
fraud.26 Specifically, the FTC alleged that Match Group had advertised – and allowed Match.com 
users to access – messages from accounts that the company had previously identified as 
scammers.27 The FTC further alleged that Match Group used these practices to induce 
Match.com members to purchase subscriptions.28 Match Group disputed the FTC’s 
characterization of its practices and emphasized its anti-fraud efforts. In a press release following 
these allegations, the company asserted that it had developed “industry leading tools and AI” to 
detect and ban fraudulent accounts.29 In addition, Match Group contended that most of the 
accounts that the FTC called scammers were instead spammers and bots.30 At the same time, 
Match Group has stated that it “permanently discontinued” the above practices.31 Since then, 
however, individuals who have worked at Match Group – as reported by CBS News and other 
outlets – have stated that “[rooting out scammers] wasn’t a real priority backed up by resources” 
and alleged that company leadership resisted user safety improvements that could slow 
corporate growth. 32   

At times, Match Group officials have publicly framed user safety concerns as, at least in part, a 
problem of perception. In an August 2025 earnings call, CEO Spencer Rascoff told investors that 
the company had made “substantial progress in trust and safety” by enhancing bot-detection 
systems and other efforts, which he stated were making Tinder “safer and more trustworthy at 
scale.”33 Later in the same call, when asked about bad actors, Mr. Rascoff stated that online 
dating “suffers from a perception issue with respect to trust and safety” and that meeting people 
through a dating app like Tinder is “the safest way to meet somebody” and “certainly safer than 
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meeting a stranger in real life.”34 As discussed later in this report, Mr. Rascoff’s comments came 
amid serious internal concerns and more Tinder users encountering scammers.  

The Joint Economic Committee – Minority’s Investigation 

On September 24, 2025, Senator Maggie Hassan, Ranking Member of the Joint Economic 
Committee, and Senator Marsha Blackburn, Chair of the Commerce Subcommittee on Consumer 
Protection, Technology, and Data Privacy, issued requests to Match Group seeking information 
and documents about scams on its platforms and the company’s efforts to take action against 
them. These requests focused on Match Group’s policies and tools for detecting fraudulent 
accounts, metrics on the volume and activity of these accounts, and internal documents 
concerning their characteristics and behavior.35 Following these requests, Match Group provided 
two written responses and a combined 642 pages of internal documents in October and 
November 2025.36 In January 2026, Match Group provided a third written response and an 
additional 32 pages of documents in response to staff-level questions.37  

Although Match Group provided materials regarding both Tinder and Hinge, its production 
included more detailed documents and data concerning Tinder’s scam detection and moderation 
efforts. Given Tinder’s leading role in Match Group’s business and the dating-app market more 
broadly, Committee Minority staff focused much of their subsequent engagement with the 
company on Tinder’s anti-scam efforts.  

Consistent with that focus, Committee Minority staff interviewed Match Group’s Head of Trust 
& Safety Yoel Roth on April 15, 2026, regarding Tinder’s scam-detection systems and related 
Trust & Safety practices. Following the interview, the company emailed written answers to staff-
level questions in May 2026.38 Amid continued engagement, Match Group submitted additional 
information to the Committee – Minority in June, July, and September 2026.39   

Because this investigation involved technical complexity, the Committee – Minority consulted 
several subject matter experts to assist in understanding the information that it received. 
Together, internal documents provided by Match Group, the company’s written responses, the 
interview with Dr. Roth, and outside expert feedback form the basis for the findings below, 
which focus primarily on Tinder while mentioning Hinge where relevant.  

Following Engagement with the Joint Economic Committee – 
Minority, Match Group Significantly Expanded Its Scam 
Prevention Efforts 
 
Match Group Rolled Out a User Verification Feature That Has Reduced Users’ Exposure 
to Bad Actors by More than 70% on Tinder 

Following the launch of the Committee – Minority’s investigation, Tinder significantly expanded 
its use of Face Check, which works to reduce users’ exposure to scammers and other bad actors 



9             U.S. Congress Joint Economic Committee – Minority   |  October 2026 

by requiring new users to complete a video selfie verification process. According to Match 
Group, Face Check confirms the liveness of new users, matches their face to a profile photo, and 
enables detection of duplicate accounts across a platform.40  

In its October 2025 response to the Committee – Minority, Match Group stated that Tinder 
would expand its use of Face Check.41 The company then publicly announced this intention the 
following week and deployed this measure nationwide in December 2025.42 Prior to the 
nationwide deployment, Match Group publicly reported a more than 60 percent reduction in 
user interactions with bad actors – including spam, bots, and scammers – after testing Face 
Check in select markets, including seven countries and California, in summer 2025.43 In July 
2026, Match Group told Committee Minority staff that Face Check had reduced interactions 
with bad actors by more than 70 percent on Tinder within the first month of the nationwide 
deployment and that the reduction had been sustained since then.44 Match Group has also 
introduced Face Check to Hinge, where it reported a 20-30 percent decrease in user interactions 
with scammers and other bad actors in key markets.45 The company recently announced that it 
will deploy Face Check across additional platforms, including Match (formerly known as 
Match.com).46 In addition, in June 2026, the company told Committee Minority staff that it is 
further “investing heavily in … implementing mandatory biometric verification at sign-up to help 
prevent inauthentic users from signing up in the first place.”47 One expert that the Committee – 
Minority spoke with stated that biometric identification can be particularly effective against 
scammers because they are often real people rather than bots and are less likely than spammers 
to reuse account assets.48   

While it is very encouraging that Face Check has significantly reduced encounters with bad 
actors, it is worth noting that this category of accounts encompasses spam, bots, and scammers. 
Scammers warrant particular attention because, as human actors, they can adapt their behavior 
and tailor their tactics in ways that bots and spam cannot.49 When the Committee – Minority 
requested Face Check data specific to scams, Match Group instead provided data that combined 
scams with spam (even though in other instances, the company provided data that separated 
scammers from other bad actors).50 According to one expert the Committee – Minority 
consulted, further information would be necessary to fully evaluate the effectiveness of Face 
Check against scammers specifically.51 In addition, news reports from earlier this spring raised 
concerns about methods scammers could use to obtain verified profiles despite the Face Check 
requirement.52 Notably, an internal Hinge moderator training document that Match Group 
provided to the Committee – Minority shows that the company knew of these fraudulent 
methods for obtaining verification on Tinder before they became the subject of public 
reporting.53 Match Group told the Committee – Minority that “training Hinge moderators to 
recognize and address attempts to misuse verification is itself a risk-mitigation measure within 
Match Group’s layered defenses.”54 
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Additional Match Group User Safety Efforts at the Company and Across Sectors 

Similar to other online dating companies, Match Group uses AI machine learning models, other 
automated tools, and human moderation as part of its scam prevention systems on Tinder and 
Hinge.55 Together with Face Check, those measures form the company’s layered approach to 
Trust & Safety.56 According to Match Group, these systems identify potential bad actors with 
varying levels of confidence.57 Based on that confidence level, the systems can automatically 
take protective measures against suspected scammers, including restricting their visibility to 
other users.58 When Match Group reaches “sufficient confidence” that an account is a scammer, 
the account may be either banned outright or suspended and escalated to moderator review.59 
When an account is deemed suspicious but confidence falls below the threshold of “sufficient 
confidence,” accounts may receive a mandatory verification challenge (e.g., interactive puzzle 
test or selfie request).60 Once suspended or put into a challenge state, an account is removed 
from the recommender (i.e., the system that determines which users to recommend as potential 
matches) and will not be visible to new users.61 Additional restrictions depend on the 
enforcement action applied to the account. Suspended users cannot match with new users but 
can continue to chat with existing matches.62 Accounts that receive a verification challenge 
cannot resume use of the platform until they have completed verification.63 

In addition to its technical guardrails, Match Group detailed to the Committee – Minority its 
work to lead cross-industry efforts to combat scams. In its October 2025 response, the company 
stated that “we take a leading role in forging partnerships with other companies and 
organizations” to stop online scams.64 In May 2024, for example, Match Group co-founded the 
Tech Against Scams Coalition, which includes major companies like Meta and Coinbase that 
share information about scams on their platforms.65 Match Group also shared that it sits on the 
steering committee for the Aspen Institute’s National Task Force on Fraud and Scam Prevention 
and the advisory board for the Global Anti-Scam Alliance.66 In addition, the company noted that 
it has collaborated with organizations such as Stop Scams UK, the Australian National Anti-Scam 
Centre, the United Nations Office on Drugs & Crime, and Spain’s National Association Against 
Scams with Emotional Manipulation.67 Finally, the company has worked with law enforcement to 
combat scams. It stated to the Committee – Minority that it introduced “the dating industry’s 
first-ever law enforcement portal to streamline collaboration with authorities to combat criminal 
activity” in 2021.68 Through a later partnership with the platform Kodex, Match Group reported 
that law enforcement typically receives responses to requests submitted to the company within 
24 hours.69  
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Internal Documents Highlighted Glaring, Long-Standing Issues 
with Tinder’s Efforts to Protect Users from Scams 
 

TERMS DEFINITIONS 

Machine learning 
models 

AI models that are trained on past data – such as data on scam 
accounts – so that they can identify other accounts with similar 

behavior or attributes.70 

Rules 

Human-written instructions layered on top of machine learning 
models that automatically tell the detection system to flag 

accounts with specific behavior or attributes (e.g., accounts from a 
specific suspicious location).71 

Signals 
Behaviors or attributes that detection systems – including 

machine learning models and rules – can use to identify scammers 
and other bad actors.72 

While in recent months, Face Check has significantly improved Match Group’s efforts to block 
scammers and other bad actors, documents that the company produced to the Committee – 
Minority raise significant concerns regarding glaring, long-standing issues with the company’s 
scam prevention efforts as recently as late last year. These issues spanned core components of 
Match Group’s layered Trust & Safety approach, specifically the machine learning models and 
rules that Tinder uses to identify scammers and other bad actors. 

On September 12, 2025, Match Group Trust & Safety staff met to discuss a “holistic” machine 
learning model that was in development at the time.73 The meeting’s premise was 
straightforward: staff, including machine learning engineers, had identified serious shortcomings 
in Tinder’s approach to scaled abuse accounts (SAA) – accounts that perpetrate harm at volume, 
including scammers.74 In the view of these employees, these “shortcomings must be rectified to 
effectively identify” scammers and other bad actors on Tinder.75  

The sections below describe the shortcomings that Trust & Safety staff identified in Documents 
1, 2, and 3, which Match Group provided to the Committee – Minority in October and November 
2025. These documents evaluated the condition of Tinder’s detection and moderation systems 
and identified notable limitations in the platform’s ability to identify, review, and remove 
scammers and other bad actors effectively. Specifically, the documents described: 

• Most machine learning models not being updated in in years; 
• Rules that were “outdated,” “inconsistent,” and “redundant”; and 
• Concerns about “exposure,” a user risk metric central to internal Trust & Safety 

decision-making.76 
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The deficiencies outlined in Documents 1, 2, and 3 are especially concerning in light of additional 
materials that Match Group provided to the Committee – Minority, detailed below, that show 
prolonged and increased user exposure to scammers on Tinder. According to those materials, 
Tinder had shown scammers to increasing numbers of users for nearly two years, and at higher 
rates than the platform had shown legitimate users.77 In one expert’s assessment, Match Group 
“did not do due diligence in ways that it could have, by its own internal reporting but also by just 
common sense, given the heightened likelihood that its client base would be targets for fraud.”78  

Importantly, Documents 1, 2, and 3 also outlined remediations, including new detection and 
moderation AI models, that would address the limitations they identified.79 In correspondence 
with Committee Minority staff, Match Group initially stated that it does not “keep a database of 
specific updates” when asked to identify which, if any, of the proposed models Tinder had 
implemented.80 (According to one expert, Trust & Safety leadership would be aware of any 
updates and “all modern software engineering teams. … could deliver this information if 
asked.”)81 The company also did not provide information on how the proposed models, if 
implemented, would improve Tinder’s ability to detect bad actors and distinguish them from 
legitimate users.82 Following additional questions from the Committee – Minority, the company 
conveyed to Committee Minority staff in late June 2026 that Tinder has “since acted on” the 
proposed remediations and cited some new AI models.83 While many of these shortcomings 
should not have existed in the first place – and should have been addressed prior to 
Congressional scrutiny – the Committee – Minority welcomes Match Group’s remediation 
efforts, along with the success of Face Check, as evidence that the company is now working to 
remedy the scam prevention deficiencies discussed below. 

Document Description 

Document 1 

A technical planning document entitled “[2025 H2] Holistic SAA Detection 
Model,” last updated September 16, 2025. The document identifies 

shortcomings in Tinder’s scaled abuse detection systems and includes dated 
meeting notes regarding the development of the holistic SAA detection 

machine learning model.84 

Document 2 

A technical planning document entitled “One-Pager: Future State of Tinder 
Trust ML,” dated August 18, 2025. The document summarizes challenges in 

Tinder’s detection and moderation systems for all categories of bad actors and 
outlines a plan to consolidate existing machine learning models into a smaller 

set of models that can detect wider categories of bad actor behavior.85 

Document 3 

An untitled technical planning document that describes detection limitations 
on Tinder for all categories of bad actors, consequences for moderation as a 
result, and the proposed use of AI to replace most manual moderation. The 

document specifies milestones for this transition, with target dates beginning 
in October 2025.86 
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Tinder Used Outdated AI Models, Compromising the Platform’s Ability to Identify 
Scammers; Following Committee – Minority Engagement, Match Group Made Some 
Improvements 

In public statements and correspondence with the Committee – Minority, Match Group has 
emphasized the effectiveness of its scam detection systems and their use of AI. Although Match 
Group’s October 2025 response recognized that “no defense is perfect,” the company has 
consistently foregrounded the role of machine learning when describing those systems.87 In one 
example, a January 2025 Tinder “Romance Scams Awareness Guide” available online represents 
that “advanced [machine learning] systems” can ban bad actors “before they interact with 
anyone,” so users “never meet or match” with them.”88 In October 2025, Match Group similarly 
emphasized to the Committee – Minority that it employs “cutting-edge AI and machine learning” 
to identify scammers and respond appropriately.89   

Documents from the second half of 2025 that Match Group provided to the Committee – 
Minority, however, indicate that most Tinder machine learning models were less capable of 
identifying scammers and other bad actors than Match Group had suggested. The Committee – 
Minority’s review found that Tinder’s detection system infrequently updated machine learning 
models, did not account for common scammer signals, and relied heavily on rules that 
ineffectively identified these threats. Following engagement with the Committee – Minority, 
Match Group made some improvements to the deficiencies described in this section.   

A. As of 2025, Match Group Had Not Updated Most Tinder Machine Learning Detection 
Models for Years 

In its October 2025 response, Match Group described scammers as a “constantly evolving” 
threat, but internal documents that the company provided to the Committee – Minority raise the 
concern that the company failed to update Tinder’s machine learning models accordingly.90 
Document 1 states, for example, that scaled abuse accounts “pose a significant challenge to the 
Tinder Trust & Safety ecosystem.”91 The document further notes that scammers had specifically 
represented up to 40 percent of scaled abuse in the United States.92 Yet, Document 1 notes that 
“most of [Tinder’s machine learning models] have not been updated for years.”93 As a result, 
Document 1 continues, these models did not detect signals such as device location, IP address 
changes over certain periods, and swiping behavior that can suggest an account is a scammer or 
other bad actor.94 According to Document 2, moreover, “several models have not been refreshed 
with the latest data or techniques, leading to performance degradation,” meaning that the 
models identified bad actors less reliably.95 This meant that “[a]s new threats emerge ... the 
current system struggles to keep pace.”96  

With respect to these issues, Match Group provided several responses to the Committee – 
Minority. In his interview with Committee Minority staff, Dr. Roth did not clarify whether those 
statements in Documents 1 and 2 were accurate or whether the company had taken any specific 
steps to address the deficiencies identified.97 Dr. Roth explained that Tinder performs ongoing 
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maintenance on its machine learning models, including expert review to determine whether the 
models have become less reliable.98 Dr. Roth also explained that Tinder uses findings from those 
reviews to inform model development and retraining – that is, providing models with data about 
how scammers behave so they can identify accounts that behave similarly.99 According to Dr. 
Roth, Match Group retrains its models sometimes every year or every couple of years.100 In his 
view, the company trains its models with enough data for these extended periods.101  

Experts that the Committee – Minority consulted, however, doubted that retraining machine 
learning models annually or biennially would allow the models to detect scams effectively. For 
example, a former senior trust and safety official at multiple major social media companies with 
experience at another dating app (Expert 1) told Committee Minority staff that because 
scammers rapidly adapt their tactics, machine learning models typically require monthly – if not 
daily – retraining to keep pace.102 An expert on online platforms and former senior Department 
of Justice official (Expert 2) similarly explained that a one- to two-year model retraining cadence 
would cause accuracy to “degrade quite severely.”103 According to a former senior researcher 
focused on AI safety and security at a large tech corporation (Expert 3), Tinder – as a steady 
target of scams – would need to retrain its machine learning models monthly at minimum, 
depending on other metrics and the systems in place to monitor flagged content.104 Expert 3 also 
told Committee Minority staff that retraining models once or twice a year would mean that the 
company “did not take fraud detection seriously.”105 The insufficiency of Match Group’s 
approach to Tinder’s machine learning models was underscored by a significant increase in users’ 
encounters with scammers, as detailed later in this report.  

Following Dr. Roth’s interview, Match Group declined to specify when it had retrained Tinder’s 
machine learning models and whether the models detect common scammer signals.106 After 
continued follow-up from the Committee – Minority, the company stated that it has “made 
continued material improvements to Tinder’s detection systems to address limitations raised in 
[Document 1].”107 In the second half of 2025, for example, Tinder “deployed a new Private 
Information detection model” to detect scammers and other bad actors who place contact 
information like social media accounts in their profiles to move users off-platform quickly.108 In 
the first half of 2026, the company also introduced a new model that examines signals like 
usernames, bios, and other information to detect multiple categories of bad actors, including 
scammers.109 Finally, Match Group stated that in the first half of 2026, Tinder “began leveraging 
a scaled abuse model as an input to Tinder’s [detection] rules” and that the platform had created 
169 automated rules and improved 108 others aimed at targeting and removing “inauthentic 
actors” during this same time period.110 While overreliance on rules can create its own challenges 
– as discussed in the next section – the Committee – Minority welcomes these actions as a step 
forward. 
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B. As of 2025, Match Group Relied on Patchwork Detection Rules that Ineffectively 
Identified Scammers and Other Bad Actors 

Match Group told Committee Minority staff following Dr. Roth’s interview that Tinder “detects 
and leverages … signals” that the Committee – Minority raised (such as device location, IP 
address changes, and swiping behavior) through the use of rules and that a “layered rules-plus-
[machine learning] pipeline is the industry-standard approach.”111 The company further stated 
that “rules are an additional safety layer that catches what [machine learning] misses, not a sign 
the system left users unprotected.”112  

However, the Committee – Minority’s consultations with experts along with concerns from 
Match Group staff in Documents 1, 2, and 3 indicate that the ways in which Tinder used rules 
reflected constant gaps in machine learning capabilities. Tinder’s overreliance on rules permitted 
scammers and other bad actors to bypass the detection system quickly, generated caseloads that 
limited human moderators’ ability to stop scammers, and delayed enforcement against scammers 
and other dangerous accounts.113   

As of 2025, Bad Actors “Quickly” Bypassed Detection Rules that Tinder Had 
Instituted to Compensate for Machine Learning Limitations 

Document 1 explains that Tinder has “had to manually curate rules” to “patch the system” and 
“compensate for the misses of [machine learning] prediction.”114 The document further notes 
that Tinder has “constantly [had] to add more rules” because “bad actors quickly find new ways 
to hack the detection system.”115 The document continues: “[W]e need to prioritize [machine 
learning] modeling, building stronger [machine learning] signals and only use rules when the 
[machine learning] model misses some signals in small uses cases.”116   

These observations underscore a familiar limitation of rule-heavy systems in detecting scammers. 
Although rules are commonly used as rapid response tools in various fraud detection contexts, 
scammers may adapt around them with simple adjustments to their behavior (e.g., using a Virtual 
Private Network to change their location).117 Amazon Web Services, for example, noted in a 
2023 post that “[t]raditional rule-based fraud detection systems are capped in their ability to 
quickly iterate as they rely on predefined rules and thresholds.”118 In addition, IBM has stated 
that “[t]raditional rule-based controls that were once effective now struggle to keep pace with 
coordinated fraud networks.”119 In an article discussing recent investments in anti-scam AI tools, 
Meta likewise stated that “scammers use subtle tricks and deceptive framing that are hard to 
catch with traditional detection systems.”120 

When asked in his interview with Committee Minority staff whether Tinder increasingly added 
new rules over the past two years, Dr. Roth stated that he did not know and would not consider 
that a relevant metric.121 Experts that the Committee – Minority consulted offered additional 
context: According to Expert 1, online platforms should only use rules as a “band aid” in response 
to urgent situations, and rules are not a durable approach compared to AI such as machine 
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learning models.122 Expert 1 also told Committee Minority staff that the rate of new rules can 
likely be viewed as a measure of the resilience of existing defenses against bad actors.123 In other 
words, the continual need to add new rules likely indicates that bad actors are repeatedly 
bypassing existing defenses.124 Relatedly, when asked whether rules are only added when 
machine learning models cannot catch bad actors, Expert 1 answered that “at all the places I 
worked that would be true.”125 According to Experts 1 and 3, while rules can be situationally 
useful, the ways in which Tinder was using and relying on rules was questionable.126 Expert 3 
likewise told Committee Minority staff that the rate at which Tinder needed to add rules 
suggests that the platform was only patching issues rather than addressing the problem more 
broadly.127  

As of 2025, Many of Tinder’s Detection Rules Were “Redundant, Outdated, or 
Inconsistent;” Led to Non-Scam Accounts at Times Being Labeled as Scams and Vice 
Versa; and Delayed Enforcement Against Scammers and Other Bad Actors 

When rules are used to compensate for gaps in machine learning models, a diligent trust-and-
safety process would involve monitoring those rules, using findings to improve the models, and 
retiring rules that have become obsolete.128 In the case of Tinder, however, Documents 1, 2, and 
3 together indicate that the platform did not do so, which in turn led to caseloads that 
overwhelmed human moderators and diverted their attention from accounts that presented 
clearer or more immediate risks. Document 2 notes that “rules were originally designed to 
quickly capture harmful patterns, but over time many have become redundant, outdated or 
inconsistent.”129 Document 3 similarly observes that the “large set of hand-written rules” has 
contributed to “redundancy” and “inconsistent performance” in the detection system.130 
Importantly, both documents note that these conditions have driven “high” and “rising” numbers 
of false positives – accounts that moderators later reviewed and assessed as not being bad 
actors at the time – at the automated detection stage, creating “an excessive number of cases” 
that “overload human moderators.”131 

Of even more concern, at times, accounts that moderators assessed as false positives later 
proved to be bad actors, but the moderators had failed to identify these accounts in their initial 
review. Document 1 explains that when scammers and other bad actors did reach human review, 
moderators often lacked sufficient evidence to identify and ban them.132 The document suggests 
that if Tinder were to “reduce reliance on manually crafted rules” and build “better [machine 
learning] signals,” fewer dangerous accounts would escape moderation and put users at risk.133 In 
practice, these moderation lapses meant that bad actors that reached moderation were not 
immediately banned and instead may have continued to interact with and harm legitimate users 
until the platform gathered additional evidence. 

Against this backdrop, Dr. Roth in his interview with Committee Minority staff stated that Tinder 
updates its rules “as needed.”134 Citing company data retention practices, Match Group also told 
the Committee – Minority that it could not provide the historical rate at which Tinder’s human 



17             U.S. Congress Joint Economic Committee – Minority   |  October 2026 

moderators reviewed and incorrectly cleared accounts that the platform later identified as 
scammers.135 With respect to bad actors in general, however, the company stated that “many 
such accounts are later removed once sufficient evidence of a policy violation is established.”136 
Dr. Roth also noted that Tinder is using AI to reduce the number of moderation decisions that 
humans would otherwise need to make.137 Following Committee – Minority engagement, Match 
Group told Committee Minority staff in June 2026 that Tinder is “implementing AI moderation in 
partnership with vendors like Musubi.”138 

As of 2025, Match Group Lacked “Timely Estimates of True User Exposure and Residual 
Risk” to Scammers and Other Bad Actors on Tinder 

In correspondence with the Committee – Minority, Match Group stated that along with user 
reports (interactions with bad actors that users submit directly to a platform), “exposure” – a 
measure for how often users encounter bad actors – is the “most important” metric for the 
effectiveness of Tinder’s user safety efforts.139 In his interview with Committee – Minority staff, 
Dr. Roth also identified exposure as the metric that Tinder uses “writ large” to evaluate how 
effectively machine learning models identify scammers and other bad actors, as well as an 
indicator for whether those models need improvements.140  

The internal documents that Match Group provided to the Committee – Minority, however, 
show concerns from company staff about how the company determined exposure (also internally 
referred to as “exposure rate analysis”) and the insights into user risk that could be drawn from 
the metric as measured. 

Document 3 states that rising false positives constrained moderation capacity and limited 
internal estimates of exposure: 

Detection relies on a large set of hand‑written rules and many separate models. Over 
time, this has led to redundancy, inconsistent performance, and rising false positives, 
which in turn overload human moderators. The result is a large, ever‑growing review 
queue for human moderators that is costly and operationally brittle; most items are 
routine or low‑risk yet still consume moderator time. High manual volume also 
constrains how much we can sample for exposure analysis, so we often lack timely 
estimates of true user exposure and residual risk.141 

If Tinder’s exposure measurements were not sufficient and timely, these limitations may have 
created a false sense of security for the platform and delayed improvements to scam-detection 
systems.142 

In his interview with Committee Minority staff, Dr. Roth argued that increased sampling would 
lead to diminishing returns, and that Tinder is measuring the appropriate amount of exposure.143 
At the same time, Dr. Roth acknowledged that Tinder has increased sample sizes in some 
international markets, but not the United States, where he considers sampling sufficient.144 
Following ongoing engagement with the Committee – Minority, Match Group told Committee 
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Minority staff that Tinder “plans to supplement” exposure sampling with “[AI]-assisted labeling to 
expand coverage.”145 The Committee – Minority welcomes this step to strengthen efforts to 
assess the effectiveness of Tinder’s scam prevention systems. 

Match Group’s Own Data Show that Tinder Increasingly Exposed Significantly More 
Users to Scammers from Early 2024 to Late 2025 

Global data that Match Group provided to the Committee – Minority show rising scam risk to 
users on Tinder.146 Specifically, the data show that scammers on Tinder received increasing 
numbers of “impressions” between April 2024 and December 2025 (the full period covered by 
the data provided).147 The median scammer, for example, saw a more than 700 percent increase 
in their number of impressions during this period.148   

Throughout the Committee – Minority’s investigation, Match Group has offered varying 
definitions for the term “impression.”149 These varying definitions mean that it is unclear whether 
every impression reflects an instance where Tinder recommended one user to another user as a 
potential match, but it is clear across the definitions that each impression represents an instance 
where Tinder at least showed a user’s profile to another user in some context. Overall, the 
definitions indicate that Tinder’s recommendation system is at least one source of a user’s 
impressions, and that rising impressions for scammers reflect rising user exposure to scams. 

As previously discussed, the Committee – Minority welcomes the progress that Tinder has made 
through Face Check in reducing users’ exposure to bad actors, some of which are scammers. It 
also notes, however, that Match Group implemented these protections only after users 
experienced prolonged and increased exposure to those dangerous accounts. 

A. Scammer Impressions Significantly Increased on Tinder for Nearly Two Years 

Internal Match Group Trust & Safety data show that individual scammers on Tinder received 
growing numbers of impressions before Tinder detected and effectively banned them. To track 
scammers’ reach on the platform, Match Group looked each day at identified scam accounts, 
ranked each account based on how many impressions it had received in the 30 days prior to 
identification, and then categorized each account by percentile (specifically the 50th, 70th, 80th, 
and 90th percentiles).150 For example, the 50th percentile threshold shows the number of 
impressions that the typical (or median) scammer received, while the 90th percentile threshold 
shows the number of impressions that more highly-visible scammers received. 

Figure 1 shows the number of impressions at the 50th, 70th, 80th, and 90th percentile 
thresholds for each day between April 26, 2024, and December 31, 2025 (the full range of 
impressions data that Match Group provided), along with linear trend lines for each series.151 
Looking just at the 90th percentile threshold, for example, its value rose from 2,447 impressions 
on April 26, 2024 (the first blue dot in Figure 1), to 4,039 impressions on December 31, 2025 
(the last blue dot in Figure 1).152 This significant increase – along with the upward-sloping trend 
line – means that during this period, Tinder showed the most prolific scammers to more and 
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more users before eventually removing them from the platform. In fact, impressions for all 
categories of scammers trended upwards during the covered period. See also Figure 2 (showing 
the monthly average number of scammer impressions in May 2024 and December 2025). 

Figure 1: Scammer Impressions on Tinder from April 2024 through December 2025 
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Figure 2: Average Impressions for Scammer Groups in May 2024 and December 2025 

Looking at the typical scammer at the 50th percentile, in May 2024 (the first full month of data 
that Match Group provided to the Committee – Minority) they received fewer than 70 
impressions on average before Tinder intervened. By the end of last year, that number had 
increased to an average of more than 500 impressions – a more than 700 percent increase. 
There was also a similarly dramatic increase in the average number of impressions at the 70th, 
80th, and 90th percentiles between May 2024 and December 2025. Taken together, the data 
show that Tinder was exposing more and more users to scammers for nearly two years. 

In producing this data to the Committee – Minority, Match Group argued that it views 
“impressions as a measure of operational efficiency, not as a measure of user risk.”153 Match 
Group also argued that “risk on a dating platform arises if a scammer and a user are able to 
match, subsequently exchange contact information, and then connect off the platform.”154 The 
company, however, declined to answer whether higher scammer impressions correlate with 
those outcomes.155 Notably, an internal Tinder Trust & Safety presentation that Match Group 
provided to the Committee – Minority explains that “the more time and impressions a bad actor 
has on Tinder, the more harm they can inflict.”156 The presentation also states: “If we see a 
gradual upward trend, then we need to investigate.”157 In his interview with Committee –
Minority staff, Dr. Roth cited a variety of factors that could contribute to increasing impressions 
– including increased bad actor activity and potential changes in user behavior or the 
effectiveness of Match Group detection systems – but declined to offer a conclusive explanation 
for the nearly two-year trend.158 In a later response, Match Group described the trend “as a 
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byproduct of scaled-abuse accounts’ own behavior” and noted that the company “does not 
optimize for impressions.”159   

Importantly, even under Match Group’s own theory of user risk, other data that the company 
provided to the Committee – Minority raise concerns. Match Group has argued that risk arises 
when a scammer and a user match, exchange contact information, and connect off the 
platform.160 Yet, approximately one-third (around 1.5 million) of “spam and inauthentic accounts” 
(e.g., spam, bots, and scammers) in the U.S. matched with at least one other user on Tinder or 
Hinge in 2025 through Q3.161 In addition, more than 10 percent (nearly 500,000) of these 
accounts exchanged contact information with at least one other user during the same period.162 
This is especially concerning as scammers who obtain users’ contact information can continue 
the relationship outside the app – making it easier to easier to build trust and scam victims.  

B. As of 2025, Tinder Usually Showed Scammers and Other Bad Actors to Users at 
Higher Rates Than It Showed Legitimate Accounts, and Match Group Did Not Identify 
Any Adjustments It Has Made to Tinder’s Recommendation System to Reduce These 
Rates 

Information that Match Group provided to the Committee – Minority also indicates that Tinder 
usually showed scammers and other bad actors to users more frequently than it showed 
legitimate accounts. According to Document 1, for example, scaled abuse accounts, which 
include scammers, “usually have a higher exposure / impression rate than regular accounts.”163 In 
its January 2026 response, Match Group similarly stated that scammers “can temporarily 
generate higher impression (i.e., exposure) rates than typical users,” with “temporarily” meaning 
before detection and removal.164 In the case of Tinder, Expert 2 told Committee Minority staff 
that both the overall higher rate of scammers’ impressions and their growth over time indicated 
that Match Group did not effectively maintain its Trust & Safety systems.165 

In its January 2026 response to the Committee – Minority, Match Group stated that it monitors 
“how recommender systems interact with scam risk” and that its Trust & Safety teams work “to 
ensure that recommender logic does not inadvertently amplify bad actors.”166 In general, that risk 
warrants attention because recommender systems can increase the reach of harmful content 
before a platform intervenes. In the case of Facebook, for example, researchers recently found 
that removing spam and scams only prevented at most 30 percent of their predicted 
engagement.167 By the time Facebook removed the spam and scams, the platform’s content 
recommendation algorithm had already distributed much of that content.168 The researchers 
concluded that moderation must operate “at the same speed as the content algorithm 
recommends things” to impact the user experience.169 Other research has found that content 
moderation in some cases “operates within the constraints of content recommendation, and its 
efficacy cannot be assessed in isolation.”170 

To assess recommendation-related scam risk and Match Group’s stated efforts to address it, 
Committee Minority staff asked the company to identify any adjustments it has made to Tinder’s 
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recommendation system to lower impression rates for scammers and other scaled abuse 
accounts.171 The company responded: 

When we identify an account as potentially risky, we act either by banning the 
account or routing it to human moderation. In both cases, the account is removed from 
the recommender. We do not tune our recommenders to gradually reduce or “slowly 
decrease” the exposure of risky accounts, which is a more common enforcement 
mechanism in social media contexts.172 

In its November 2025 response, Match Group also explained that Tinder may alternatively 
require potentially risky accounts to complete verification challenges, which likewise remove the 
accounts from the recommender.173 Document 1 notes, however that “the majority of [policy] 
violating accounts can pass these challenges” – raising questions about the effectiveness of 
those measures at the time.174 According to Match Group, elevated impressions rates for 
scammers are a “byproduct of the actor’s own behavior,” such as swiping right on all 
recommended matches.175 The company further stated that indiscriminate swiping “would likely 
result in an account being subject to enforcement action, including visibility restriction.”176  

While Match Group’s explanations describe account-level enforcement actions (e.g., challenges, 
escalation to moderation, bans) that restrict an account’s visibility, they notably do not identify 
any adjustment to the recommender that would limit the reach of potential scammers before 
Tinder can identify and take enforcement actions against them. Given that Match Group knows 
that certain behaviors are associated with increased reach (in impressions) for scammers, and 
that the recommender is at least one source of impressions, it is concerning that the company 
has not explained how Tinder has adjusted its recommender to mitigate that increased exposure 
before enforcement. 

Conclusion 

While Match Group has developed a range of significant technological tools to combat scams on 
Tinder – and made noteworthy improvements throughout the course of the Senators’ 
investigation – internal documents and data indicate that the platform had serious deficiencies in 
central components of its detection and moderation infrastructure. These deficiencies existed 
despite the highly sophisticated and constantly evolving nature of online scams and coincided 
with regular users experiencing prolonged and substantial exposure to scammers. Scams that 
began on Match Group platforms have imposed significant human costs: victims have lost entire 
savings, incurred lasting debt, and suffered severe psychological distress.177 

The Committee – Minority welcomes the significant steps that Match Group has taken 
throughout this investigation to strengthen its anti-scam efforts and encourages the company to 
continue to strengthen its efforts to prevent harm to Americans. The findings above demonstrate 
that online platforms must prioritize safety efforts that keep pace with rising scam threats – and 
that when those efforts fall behind, consumers suffer the devastating consequences.   
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146 Tinder Scammer Impressions Data (May 2024 – Dec. 2025) (on file with the Committee 

– Minority) (MG000655-74). 
147 Id. 
148 Id. 
149 Match Group first provided the following definition to the Committee – Minority: “An 

‘impression’ on Tinder comes from a user using the Swipe Right feature or the Swipe Left feature 
on another Tinder user’s profile.” Letter from Match Group to Ranking Member Hassan and 
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