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Opt-Out Obstacles: Concerning Practices by
Registered Data Brokers and the Multi-Billion-Dollar
Cost of Breaches

Executive Summary

In July 2025, Joint Economic Committee Ranking Member Maggie Hassan launched a major
initiative to investigate financial scams and push for new ways to address this growing threat
from both the public and private sectors. As one part of this effort, Ranking Member Hassan is
examining how practices in the data broker industry can make Americans more vulnerable to
scams. Data brokers - companies that typically collect and sell the personal information of
individuals - often operate with little transparency. This lack of transparency makes it more
difficult for individuals to secure their information online and, ultimately, protect themselves
from the growing threat of scams. Data brokers, for example, can enable scams by making
consumers’ personal information available to bad actors, who can then use details like Social
Security numbers, home addresses, or banking information to develop customized and
convincing scams. In some cases, data brokers have allegedly sold this information directly to
scammers; in others, cyber hacks of data brokers have exposed individuals’ data to uncontrolled
circulation online.?

In August 2025, Ranking Member Hassan issued investigative requests to several companies
registered as data brokers: Comscore, Findem, IQVIA Digital (IQVIA), Telesign, and 6Sense
Insights (6sense).? These requests followed a WIRED news report that these companies and
others took steps to hide their opt-out pages - which allow individuals to request that their data
be deleted or not sold - from search engine results.® In doing so, the companies made it more
difficult for people to protect their information from scammers. To evaluate and address one
facet of the role of data brokers in scams, Ranking Member Hassan pushed the companies to
improve their data opt-out options and requested detailed information about these options.

Encouragingly, following Ranking Member Hassan'’s inquiries, most of the companies took action
to improve individuals’ access to opt-out options. This Joint Economic Committee - Minority
report discusses findings from the investigation, including details on the companies’ actions
following the Ranking Member’s requests, ongoing concerns regarding data broker practices, and
the Committee’s new calculation of the more than $20 billion cost to consumers from just four
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recent data broker breaches. Conclusions from this report will continue to inform Ranking
Member Hassan’s ongoing investigations into scams.

Key Finding: Company Actions Following Ranking Member Hassan's Requests

Following Ranking Member Hassan’s requests, Comscore, Telesign, 6sense, and IQVIA took
actions to make their opt-out options more accessible to consumers and other parties. As
discussed in detail in this report, these actions included removing “no index” code that had
blocked opt-out pages from search engine results, adding opt-out links in more prominent
locations, and publishing blog content explaining how people can exercise their privacy rights.

Notably, Findem did not respond to the Ranking Member’s requests or written outreach from
Committee staff and has not removed the “no index” code from its opt-out page - raising serious
concerns about its responsiveness to opt-out requests and commitment to data privacy.

The Ranking Member also requested information from the five companies about their efforts, if
any, to audit or assess the visibility of opt-out options or the success rates of opt-out requests
(e.g., how often, how quickly, and why they are denied or granted). Only 6sense stated that it
contracts with third-party auditors to conduct both of these assessments.

Key Finding: Estimated Cost of More than $20 Billion to U.S. Consumers from Recent
Data Broker Breaches

Given the amount of personal information about consumers that data brokers hold, breaches of
data broker companies can lead to massive amounts of personal data falling into the hands of
scammers; this, in turn, results in major costs for American consumers. Through new calculations
published for the first time in this report, the Joint Economic Committee - Minority estimates
that identity theft stemming from just four large data broker breaches in recent years cost U.S.
consumers more than $20 billion.

TERMS DEFINITIONS

Traditionally, companies that collect and sell individuals’
Data broker information to third parties for purposes such as marketing,
employment or tenant screening, and identity verification

A common privacy choice that involves a mechanism (e.g.,
Opt-out option webform) for consumers and other parties to request that
companies delete or not sell their personal information

oy e »” Code placed on a webpage that instructs search engines not to
No index” code .
show that page in search results
Design choices (e.g., confusing user interfaces) that purposefully
Dark patterns obscure privacy choices for consumers and other parties and
make them difficult to access
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Introduction

Data brokers are traditionally companies that sell personal information collected from
commercial, government, and other public sources, typically without the knowledge of
consumers or other parties.* For instance, data brokers can acquire this information when people
visit websites, make purchases at particular businesses, interact on social media accounts, record
workouts on health fitness apps, or donate to certain causes.®> These and other typical online
actions reveal information about people’s interests and behaviors, from spending habits and
dating preferences to health concerns and political leanings.¢ Some data brokers collect dates of
birth, addresses, names, and even Social Security numbers.” Scammers can combine this sensitive
information with personal insights to perform personalized and devastating scams.®

Whether through data brokers directly selling personal information to scammers or scammers
obtaining this information through data breaches, bad actors can use information from data
brokers to perpetrate identity theft and scams.? In one example, scammers reportedly used a
woman'’s Social Security number - exposed by a data broker breach - to steal her identity.1° The
scammers proceeded to open fraudulent bank accounts, write bad checks, and introduce various
inaccuracies to her credit report, including incorrect addresses and a designation as the criminals’
“known associate.”!* The scammers’ activities made it difficult for the woman to secure a
mortgage and led the woman to experience stress-related fertility issues - events that she said
stole “not only someone’s credit card information, but [her] chance to be a mother.”12 In another
example, ahead of the November 2025 elections, Fox News reported that scammers were
targeting retirees by using personal information obtained from data brokers and public voter
registration databases.1® Information such as names, addresses, and contact information helped
scammers craft fake polling updates, donation requests, and ballot-related phishing messages.14

As detailed in this report, it can be very difficult for individuals to protect themselves by getting
their personal information removed from data brokers’ databases. The Federal Trade
Commission (FTC) has described “a fundamental lack of transparency” in the data broker
industry, in part because of how data brokers present opt-out options (e.g., a webform) to
consumers.1®> These options allow consumers and other parties to request that companies delete
or not sell their data.1® According to FTC, data broker opt-out options are “largely invisible and
incomplete,” making it difficult for consumers to understand or exercise them.”

State and Federal Oversight of Data Brokers

With varying success, the federal government and state governments have at times worked to
strengthen oversight of the data broker industry. In 2019, the Government Accountability Office
reported that FTC enforcement actions - including those brought under narrowly-tailored laws -
reflect the absence of a “comprehensive federal privacy statute with specific internet privacy
standards for the private sector” and stated that much of the data industry is outside consistent
federal oversight.’® The Consumer Financial Protection Bureau attempted to regulate data

U.S. Congress Joint Economic Committee - Minority | February 2026




brokers with a new rule under the Fair Credit Reporting Act that would have limited their ability
to sell Americans’ sensitive information, but the Trump Administration rescinded this rulemaking
in May 2025.17

Nearly 20 states have enacted comprehensive data privacy laws.2° These laws generally require
companies to provide individuals with the right to access, delete, or opt-out of the sale of their
data.2! New Hampshire, for example, requires that businesses, including data brokers, provide “a
clear and conspicuous link” to their opt-out options.22 The New Hampshire law also states that
these businesses cannot obtain consumer consent through “dark patterns” - user interfaces
“designed or manipulated with the substantial effect of subverting or impairing user autonomy,
decision-making or choice.”?® Recent legislation - in Texas, for example - also requires
companies to establish multiple “secure and reliable methods” for consumers to exercise their
privacy rights.24

Ranking Member Hassan's Investigation

In the absence of federal policy and with patchwork state laws, many data brokers have
implemented practices limiting the ability of individuals to safeguard their personal data - which
in turn, can expose them to scams.2> In August 2025, WIRED reported that many data brokers
were using a “no index” code - instructing search engines like Google to exclude a webpage from
search results -- on webpages that provided opt-out options for consumers to request that the
companies delete or not sell their data.?¢ This code, WIRED noted, created a barrier for
consumers seeking to exercise their data privacy rights.2’

Ranking Member Hassan issued investigative requests to five companies registered as data
brokers that the WIRED report had identified: Comscore, Findem, IQVIA Digital (IQVIA), Telesign,
and 6Sense Insights (6sense).?® Several of these companies described ways that their business
models differ from the practices of traditional data brokers due to the information they collect or
the services they provide.??

The requests from Ranking Member Hassan urged these companies to improve the accessibility
of their opt-out options for individuals, explain how these options appeared on their websites,
and clarify why certain opt-out or privacy pages did not appear in search results.3° The Ranking
Member also requested that the companies provide the results of any audits or assessments that
they had conducted on the visibility of their opt-out options and the success rates of opt-out
requests.3! Following these requests, Comscore, IQVIA, Telesign, and ésense took steps to
improve opt-out options and submitted written responses in August and September 2025.
IQVIA, Telesign, and 6sense then provided the Committee with additional information in January
2026.32 Findem did not respond to the Ranking Member’s initial request or repeated written
follow-up from Committee staff, raising concerns about its responsiveness to opt-out requests
and commitment to data privacy.
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Data Brokers Have Enabled Fraud and Scams, Costing
Americans Billions of Dollars

The information that data brokers typically collect and sell can enable scam activity. The
Consumer Financial Protection Bureau has noted, for example, that the “data broker industry...is
used to facilitate a range of financial scams” by giving scammers information they can use to
target victims.33 In addition, according to an FTC report, “storing data about consumers
indefinitely may create security risks,” in part because the data can attract bad actors and enable
them to “predict passwords, answers to challenge questions, or other authentication
credentials.”3* Despite these risks, companies have implemented “lax data security practices”
that “may impose enormous financial and human costs,” according to FTC.3°

In some cases, data brokers have sold personal information directly to scammers. In 2021, for
example, several data brokers agreed to pay nearly $200 million to resolve federal charges that
they had knowingly sold data on vulnerable consumers, including elderly Americans, to
scammers.3¢ As noted in testimony to the House Committee on Energy and Commerce, bad
actors often do not need to “hack many U.S. databases when so much data can be legally
purchased from U.S. data brokers, which appear to do very little customer vetting.”3’

In other cases, scammers have taken advantage of preventable security failures. In 2017, for
example, a data breach at Equifax - a large credit reporting agency that also serves as a data
broker - exposed the personal information of 147 million people after hackers exploited a
software vulnerability known to the company.38 More recently, in 2023, data broker National
Public Data experienced one of the largest data breaches in U.S. history, hitting an estimated 270
million Americans - or nearly 8 in every 10 Americans - and exposing sensitive data including
Social Security numbers, dates of birth, names, and addresses.3? The data broker recently faced a
class action lawsuit alleging that it had failed to implement security measures like multi-factor
authentication and data encryption that could have better protected this information.4°

Data taken from breaches can easily be used for fraud and scams. A 2016 Javelin Research
survey found that 31.7 percent of individuals who were notified that they were victims of a
breach had experienced fraud the same year.*! Following the Equifax breach, for instance, a
Minnesota woman reported that criminals had opened fraudulent accounts and issued credit
cards in her name. 42 The criminals then forged a fake Social Security card using the woman'’s
stolen Social Security number and tricked a credit bureau into canceling a freeze that she had
requested.*® FTC continues to help people recover from identity theft associated with the
Equifax breach.*4
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NEW: Committee Estimates U.S. Consumers Have Lost More than $20 Billion Stemming
from Just Four Major Data Broker Breaches

The Joint Economic Committee (JEC) - Minority analyzed large data breaches that occurred
within the last 10 years for which there is public information on the number of U.S. residents
who were impacted in each breach. While other data brokers also faced breaches during this
period, reports on those breaches did not specify the number of impacted consumers who were
U.S. residents, and the Committee did not use these examples as part of its calculations. For
instance, in 2019, People Data Labs experienced a breach that exposed records for 622 million
individuals; however, reports did not specify how many of these victims were U.S. residents.* In
contrast, the reporting on the four selected breaches provided the number of impacted U.S.
residents.

Based on these parameters, the JEC - Minority analyzed these four major data breaches: the
Equifax data breach that occurred in 2017, in which 147 million U.S. residents reportedly had
data exposed;#¢ the 2018 Exactis breach, in which 230 million U.S. residents reportedly had data
exposed;*’ the 2023 National Public breach, in which about 270 million U.S. residents reportedly
had data exposed;*® and finally the 2025 TransUnion breach, in which 4.4 million U.S. residents
reportedly had data exposed.4?

The JEC - Minority then sought to estimate the total number of people who were likely to
experience a financial loss because of identity theft following each breach, as well as the total
financial loss from this theft. The Committee calculations posited that just over 30 percent of
breach victims experienced identity theft in 2017, which we assume based on the Javelin
Research finding above.>° The Committee then applied a reduction factor to this share for a
more conservative estimate based on experts’ findings. To do so, the Committee imposed a 10
percent drop each year in the share of breach victims who experienced identity theft. To
determine the number of identity theft victims who will experience financial loss, the Committee
then applied the U.S. estimates from the U.S. Bureau of Justice Statistics regarding the
proportion of people in the country who experience a financial loss because of identity theft
(between 58 percent and 69 percent depending on the year).”! To gauge a total estimated loss
from each breach, staff then multiplied the reported number of U.S. residents impacted by each
of the data breaches by the Bureau of Justice Statistics’ median expected loss from identity theft
of $200. 32

Summing the final estimates across all four breaches, the JEC - Minority finds a total nominal
loss of $20.9 billion for U.S. consumers impacted by these four breaches alone.

Notably, consumers with data exposed in a breach may try to recover losses through a class
action lawsuit against the companies that experienced the breach. These cases make clear that
the total financial losses that victims of identity theft experience are likely far greater than the
median of $200 lost to identity theft, reported above. Following the 2017 Equifax breach, for
example, the company agreed to pay up to $425 million to compensate affected consumers.>3
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The settlement provided claimants a maximum of $20,000 for damages, which can include
unauthorized charges to an individual’s account, additional expenses from freezing credit reports,
fees paid to an attorney or professional accountant, and other fees.>*

Following Ranking Member Hassan’s Requests, Most
Companies Took Action to Improve the Accessibility of Their
Opt-Out Options

Most Companies Removed “No Index” Code and Took Other Actions that Made Their
Opt-Out Options More Visible

Following Ranking Member Hassan's August 2025 requests, most companies took steps to
improve opt-out options. Ranking Member Hassan welcomes these efforts and encourages
sustained commitments from the companies. A summary of these actions appears below.

Company “No Index” Codes and Impact on Privacy Controls

Code Status Following
Hassan Request

Company “No Index” Code Intentional® Impacted Page

“Data Subject Rights”

Comscore Yes No links to opt-out form Removed
Telesign Yes No Prlyacy fospzd Removed
contains opt-out form
“Privacy Policy”
6sense Yes Yes links to opt-out form>¢ Removed
IQVIA Yes Yes Your Privacy Choices RemovedS?

contains opt-out form

“Do not sell or share my
Findem?>8 Yes Unknown personal information” Not Removed
contains opt-out form

Upon receiving the Ranking Member’s letter, Comscore conducted a review of its website for “no
index” code. *? In its response to the Committee, Comscore confirmed that its “Data Subject
Rights” page previously contained “no index” code.®© Among other uses, this page provides links
to separate forms through which a consumer can submit opt-out requests.®* Comscore
attributed the origin of the “no index” code to an earlier version of the page that the company
created in 2003.92 The company could not determine why former personnel had placed the code
on this page, although it suggested that the code was not intended to prevent consumer access
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to opt-out options.®® The company reported to the Committee that it has removed the “no
index” code from the “Data Subject Rights” page and additional privacy pages identified in the
website review.%4

Telesign also removed the “no index” code and improved access to its opt-out options.> To
begin, Telesign confirmed that the opt-out request form - as hosted on its “Privacy Request”
page - did not appear in search results at the time of the WIRED report.®® According to the
company, it uses a third-party search engine optimization tool that restricts the search engine
visibility of its pages by default.®’ Telesign, however, stated that it was unaware of this setting
until the publication of the WIRED report, after which the company immediately enabled search
engine visibility on relevant pages.¢® Encouragingly, following Ranking Member Hassan’s
requests, Telesign also added a link to the “Privacy Request” page to its website footer, making it
accessible on each page of the company’s website.¢?

Of note, though, Telesign stated to the Committee that its opt-out options had always been
“readily available and transparent,” but this assertion is questionable.”® The company argued, for
example, that consumers have previously been able to find the opt-out option on a third-party
website maintained by Telesign’s vendor (OneTrust), that the third-party website was titled
“Telesign Privacy Rights Form,” and that it appeared in search results.”? In this case, however,
consumers would need to look beyond Telesign’s official website and rely on an opt-out form on
a third-party website. Telesign also cited multiple links on its website to the opt-out form,
including in its Privacy Notice, Job Applicant Privacy Notice, Data Privacy Framework Notice,
and Cookie Notice.”2 Committee staff found, however, that many of these links were located on
pages where consumers might not expect to find privacy options or privacy notice pages with
more than 9,000 words.”3

6sense, by contrast, disputed the WIRED report and stated that its “Privacy Center” page -
where people can exercise their opt-out rights - was indexed and available in search results at
the time of publication.”* The company acknowledged, however, that its “Privacy Policy” page,
which contains a link to the opt-out form, had previously contained “no index” code and that it
removed this code following the WIRED report.”> é6sense told the Committee that the code had
been intended to limit spam that the company receives.’¢ Following Ranking Member Hassan'’s
requests, the company also published a blog to its website to provide “helpful, relevant content
about exercising opt-out rights.”””

IQVIA informed the Committee that in September 2025, the company replaced its previous
“Your Privacy Choices” opt-out page with a new page hosted by an outside vendor, OneTrust,
pursuant to a contract between IQVIA and OneTrust in June 2025.78 IQVIA stated that it did not
provide instructions to OneTrust regarding the indexing of the page, but the company did,
however, confirm that - unlike the earlier version - the new page does not include “no index”
code.”? In an earlier response to the Committee, IQVIA had stated that it had no current plans to
remove the “no index” code from the earlier version of the opt-out page, in part because it said
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that the code improved the opt-out process for parties and the company, including by minimizing
spam.8 The company also contended that the previous page had appeared in Google search
results and that WIRED was incorrect in assuming that no index code would hide the page.8! The
example the company provided to support this point, however, appeared to resemble text that
would appear in a Google Search Al Overview and not traditional search results.8?

Separately, IQVIA also stated that individuals “may opt-out through various forums,” including a
Google search Al Overview.83 Committee staff found that this feature generally provides links to
relevant content in response to user queries, but its outputs can vary over time and are not
guaranteed to include specific pages.8* For example, a Committee staff Google search of “IQVIA
privacy opt-out form” produced an Al Overview output different from the apparent example
cited in the company’s response and did not provide a direct link to the earlier version of IQVIA’s
“Your Privacy Choices” opt-out page at the time it was live.8>

Findem Continues to Restrict Opt-Out Option Accessibility and Failed to Respond to
Oversight

Findem did not respond to the Ranking Member’s request. The company'’s failure to respond to
the Committee’s oversight raises serious, broad questions about its responsiveness to opt-out
requests and commitment to data privacy. Importantly, Findem has not removed the “no index”
code from its “Do not sell or share my personal information” opt-out page, which is still not
visible in search results.8¢ Findem'’s mandatory disclosures in 2024 also show that the company
did not process 80 percent of privacy requests from consumers and other parties due to
“insufficient data.”8” This result, alongside Findem’s lack of response to the Committee’s
investigation and ongoing use of “no index” code, raises serious concerns.

Only 6sense Stated that it Audits Both the Visibility and Success Rates Associated with
Opt-Out Options

In response to Ranking Member Hassan'’s requests, four companies submitted information about
how they manage their privacy practices. Encouragingly, 6sense referenced formal audits or
assessments of the visibility and success rates associated with its opt-out options. Specifically,
the company informed the Committee that, before WIRED's reporting, the company had
contracted with a privacy compliance firm to audit its compliance with the California Consumer
Privacy Act and had received results in December 2025.88 According to ésense, this audit
reviewed “controls covering the visibility of opt-out options” on the company’s website and
validated its compliance with opt-out obligations and other requirements under the California
law.8? Records of the audit indicate that this review involved verifying that 6sense’s website
footer contained a link to the opt-out page, for example.?? 6sense also stated that the company
conducts annual internal reviews of privacy controls, including pages with information on privacy
practices and opt-out methods.”!
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In addition, 6sense provided examples of audits and assessments regarding the success rates of
opt-out requests. The company, for example, stated that third-party data security auditors
provide independent evaluation of its handling of opt-out requests, including through requesting
documentation of successful requests for a randomly selected sample of individuals.?? As part of
this process, the company produces “evidence to the auditors providing justification for any
[privacy] requests reported as being denied” (or unsuccessful).?® 6sense informed the Committee
that aggregate information on its website shows that “well below 1% of [California-related
deletion] requests received by 6sense are denied or otherwise unsuccessful.”?4

Most companies, however, stated that they do not conduct audits or assessments evaluating the
visibility of their opt-out options and/or the success rates of opt-out requests. Relatedly,
Comscore and Telesign acknowledged that they only discovered the “no index” code on their
pages following the WIRED reporting.?>

Comscore stated that the company has “complied with all data subject requests received within
timelines prescribed by law.”?¢ At the same time, Comscore acknowledged that it “does not
conduct formal audits or assessments” of the kind described above.?” Similarly, IQVIA stated that
the company “monitors its systems and processes” but “does not conduct the types of audits or
other assessments referenced” in the Ranking Member’s requests.?® IQVIA did, however, provide
information on its efforts to support the choices of health care professionals regarding their data
preferences, including for individuals who do not want to be contacted for promotional services
by pharmaceutical sales or receive related materials by mail.?” Telesign likewise noted that it “has
not historically audited whether its privacy request page is visible” in search results.1%° The
company also did not indicate that the company or third parties have conducted audits of the
success of opt-out rates.191 Telesign did, however, state that its privacy team individually
processes each opt-out request.192 According to the company, Telesign had “processed” all opt-
out requests in 2025 as of August 26, 2025.103

Conclusion

Following Ranking Member Hassan’s requests, most companies took action to make their opt-
out and other privacy pages more visible for individuals, including by removing “no index” code,
adding opt-out links in more prominent locations, and publishing blog content that explains how
consumers can exercise their privacy rights. Ranking Member Hassan welcomes these actions as
supporting greater protection for consumers against scams and other harms.

Notably, Findem failed to engage with the Committee’s oversight entirely, and mandatory
disclosures from the company in 2024 show that it did not process 80 percent of privacy
requests from individuals. Also of concern is the fact that most of the companies that responded
to the Ranking Member’s requests stated that they do not conduct audits evaluating the visibility
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and/or success rates associated with their opt-out options. Only é6sense provided information on
assessments or audits related to both metrics.

The Committee’s findings underscore the need for clear, easy access to opt-out options and
more rigorous oversight within the data broker industry. Especially given the Committee’s
calculation that U.S. residents have lost more than $20 billion in recent data breaches, additional
action is needed to protect Americans from scams connected to data brokers. At a minimum,
opt-out options should be easy to locate and use. Data brokers could also improve privacy
outcomes by auditing the success rates of opt-out requests, including how frequently they are
approved or denied and why. As the volume of information that data brokers collect on
individuals continues to grow - and as U.S. losses to scams escalate - data brokers, the
Administration, and Congress can all play a key role in addressing scam risks stemming from data
broker practices.
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